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SailPoint and the Cyber Assessment Framework

Today’s modern Local Authorities must prevent cybersecurity threats while sustaining a productive
workforce, reducing operating costs and providing improved services to citizens. Managing thousands
of identities in ever-changing environments and their access to essential applications is a critical
component in fortifying the attack surface. Yet, it's no secret that identity and security teams are
struggling to keep up with access control and governance. A largely human-based, manual approach
in siloed systems leads to over provisioning access and causes non-compliance and unnecessary
exposure to risks.

The Cyber Assessment Framework (CAF), produced by the National Cyber Security Centre, is aimed at
helping an organisation achieve and demonstrate an appropriate level of cyber resilience.

SailPoint’s Al-driven security platform provides the autonomous governance that helps solves the
needs for Local Authorities seeking to deliver CAF outcomes related to identity security.

CAF Objective Benefits

Managing Security Risk e Manage supply chain access to ensure non-
employees have the right access to essential functions
and data, at the right time

Protecting against cyber attacks e Ensure all users (and machine identities) have the
least privilege necessary to perform their duties.
e Periodic access review of essential functions with Al
recommendations.
e Discover, catalogue and govern sensitive data.

Detecting cyber security events e Automatically discover abnormal access rights and
take appropriate action to review.

Minimising the impact of cyber security Take automatic action to reduce the blast radius when
incidents risk signals are detected

About SailPoint

SailPoint is the leading provider of Identity Security for the modern enterprise. Enterprise security starts
and ends with identities and their access, yet the ability to manage and secure identities today has
moved well beyond human capacity. The SailPoint Identity Security Platform delivers the right level of
access to the right identities and resources at the right time—matching the needs of a modern Local
Authority. Our intelligent, autonomous, and integrated platform puts Identity Security at the core of
digital business operations, enabling even the most complex organisations to build a security
foundation capable of defending against today’s most pressing threats.
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